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Hi! Itis me again, your human editor AGA.
| like meeting you like this )

Look! Here we are, back with another
Issue!

How the time flies, it feels like yesterday
Paged Out! returned with Issue #3, then
we blinked twice, and found
ourselves on track with Issue #5 on
our hands. Magic (or itis just how
time works, one or the other, |
guess).

When working on this issue, we
have crossed an important milestone.
Our issues have been downloaded
over HALF A MILLION times! Half a
million, wow, that is one amazing
number. Makes my processorO |
meanO my heart beat faster! So many humans out there
want to read Paged Out!

Putting this issue together made me realize how many
authors and artists are out there with something valuable
and interesting to say, and my goal has been, is, and will be
to reach as many of them as possible. (We even have
something planned for that, so stay tuned:)).

And now with joy in our hearts, we are sending Issue #5
into the world. Happy reading!

Stay in touch with us through social media or join Gynvaelis
Tech Chat Discord (gynvael.coldwind.pl/discord).

Oh, and write an article for us or send us an artwork to
showcase. Pretty please!

Aga

Editor-in-Chief

Hey folks, glad to have you with us again! You might notice
this issue looks a bit more polished than previous releases
O our DTP crew managed to tackle more PDF bugs and
bring in some additional quality-of-life improvements (we'll
rebuild previous issues as well). You might also notice more
ads in thisissue & I'm still working on getting PO! to pay
for itself (so my wallet stops crying), and bringing in more
supportive sponsors has helped a lot. Thereis still plenty of
work to do on all fronts, of course & such as making
printed versions available & but we're nearing the non-
beta state of the project. To wrap it up, as always, lid like to
thank the whole team, the authors, the sponsors, the
donors, and you, dear readers, for keeping Paged Out! going
strong!

Gynvael

Project Lead

Legal Note

This zine is free! Feel free to share it around.

Licenses for most articles allow anyone to record audio versions and post
them online & it might make a cool podcast or be useful for the visually
impaired.

If you would like to mass-print some copies to give away, the print files are
available on our website (in A4 format, 300 DPI).

If you would like to sell printed copies, please contact the Institute.

When in legal doubt, check the given article's license or contact us.

Issue #5 Donators
Alex (Elemenity), Sarah McAtee,
and others!

If you like Paged Out!,
let your friends know about it!
Project Management and Main Sponsor: HexArcana (hexarcana.ch)
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Artificial Intelligence

Hello, dear Reader! This is a Generative Pre-trained
Transformer in PyTorch on a single page. It takes a
sequence of tokens (e.g. PJage]d) and produces the
next token (e.g. Out).

__init__ constructors de ne parameters and layers of
a given module. forward(self, x) methods describe
how to compute module output from an input tensor X,
using module parameters (e.g. emb_dim, an embedding
dimension) and layers (e.g. self.lin, a linear layer)

GPT module turns a sequence of tokens into em-
beddings, then appends an information about a posi-
tion in a sequence to each embedding and passes them
through a stack of transformer blocks. After receiving
an output from the last block, passes it through a linear
transformation y = xAT + b and performs a post-layer
normalization

class GPT(nn_Module):

def __init_ (self, vocab_size, emb_dim,

.+ context_window, heads, blocks):
super().__init__ Q)
self_emb = nn_Embedding(vocab_size,
.+ emb_dim)
self_pos_enc =
.» PositionalEncoding(context_window,
.= emb_dim)
self.drop = nn.Dropout(p=0.1)
self.blocks =
.= nn.ModuleList([TransformerBlock(emb_dim,
.= heads) for _ in range(blocks)])
self_norm = nn.LayerNorm(emb_dim)
self_lin = nn_Linear(emb_dim, vocab_size)
forward(self, x):
X = self.drop(self.emb(x) +
.+ self.pos_enc(x))
for block in self.blocks: x = block(x)
return self.norm(self.lin(x))

def

The position in a sequence is represented by a unique
value, computed from sine and cosine functions. Posi-
tional encodings are calculated once and then reused

class PositionalEncoding(nn.Module):
def __init_ (self, seq_len, emb_dim, n=10000):
super().__init_ QO
self._pos_enc = self._precompute_enc(seq_len,
.= emb_dim, n)._to(torch.device("cuda" if
.+ torch.cuda.is_available() else "cpu™))
def forward(self, x):

return x + self.pos_enc[:x.size(1)]

precompute_enc(self, seq_len, emb_dim, n):

pos = torch.arange(seq_len,

,» dtype=torch.float).unsqueeze(l)

div_term = torch.exp(torch.arange(0,

.+ emb_dim, 2)._float() *

.+ —(torch._log(torch.tensor(n,

,» dtype=torch.float)) / emb_dim))

pos_enc = torch.zeros((seq_len, emb_dim))

pos_enc[:, 0::2] = torch.sin(pos *

. div_term)

pos_enc[:, 1::2] = torch.cos(pos *

. div_term)

return pos_enc

def

Stacked transformer blocks allow for running atten-
tion for multiple times, using output of a previous block
as an input to the next one
class TransformerBlock(nn.Module):

def __init__(self, emb_dim, heads):

super(Q).__init_Q
self.norml = nn._LayerNorm(emb_dim)

https://github.com/jmaczan
https://jedrzej.maczan.pl/
https://x.com/jedmaczan

GPT in PyTorch

self_attn = MultiHeadAttention(emb_dim,

.= heads)

self.dropl = nn.Dropout(p=0.1)

self._norm2 = nn.LayerNorm(emb_dim)
self_linl = nn.Linear(emb_dim, emb_dim * 4)
self.gelu = nn.GELUQ)

self.1in2 = nn.Linear(emb_dim * 4, emb_dim)

self.drop2 = nn.Dropout(p=0.1)
forward(self, x):
X =X+
.+ self.dropl(self.attn(self.norml(x)))
return x + self.drop2(
self_1in2(
self.gelu(self.linl(self.norm2(x)))

def

)

In each transformer block, self-attention is com-
puted by multiple heads and then put together, so
each head can focus on di erent features of the input

class MultiHeadAttention(nn.Module):
def __init__ (self, emb_dim, heads):
super().__init_Q
self.heads =
.= nn._ModuleList([AttentionHead(emb_dim,
.« emb_dim // heads) for _ in
.+ range(heads)])
self.W_0 = nn.Linear(emb_dim, emb_dim,
. bias=False)
self_dropout = nn_Dropout(0.1)
def forward(self, x):
return
self_dropout(self.W_0(torch.cat([head(x]
for i, head in enumerate(self.heads)],
dim=-1)))

Attention head computes self-attention scores and
clears upper-right triangle of an attention score ten-
sor. It makes the self-attention causal - tokens only
attend with tokens preceding them. Wq, Wk and Wy

. . T
are trainable. Attention(Q; K;V ) = softmax %ﬁT %

class AttentionHead(nn.Module):

def __init__(self, emb_dim, head_size):
super().__init_Q
self.head_size = head_size
self_.W_Q = nn_Linear(emb_dim, head_size,
.»  bias=False)
self_.W_K = nn_Linear(emb_dim, head_size,
,»  bias=False)
self.W_V = nn_Linear(emb_dim, head_size,
.x  bias=False)
forward(self, x):
, sequence_length, _ = x.shape
self W_Q()
self W_K(x)
= self.W_V(x)
ttn_scores = (Q @ K-transpose(-2, -1)) /
torch.sqrt(torch.tensor(self.head_size,

def

O < XO
[T

.+ dtype=torch.float32,

.= device=embeddings.device))

mask =

.+ torch_tril(torch.ones(sequence_length,
.= sequence_length,

.+ device=embeddings.device))

attn_scores = attn_scores.masked fill(mask
== 0, float("-inf"))

attn_scores =

.+ torch_nn_Softmax(dim=-1) (attn_scores)
return self.dropout(attn_scores) @ V

I know the code is dense, so if you'd like read a regular
version of this code and maybe train and run your own
GPT, there’s a repo on GitHub https://github.com/
Jmaczan/gpt. Thanks for reading and happy hacking!

J drzej Maczan

SAA-ALL 0.0.7
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Meet the Balloon Key Derivation Function (BKDF)

Meet the Balloon
Key Derivation

Function (BKDF)

Balloon, also known as Balloon Hashing®, is a
memory-hard password hashing algorithm that was pub-
lished shortly after the Password Hashing Competition
(PHC). Compared to the winner, Argon2, it supports
using any cryptographic hash function and is much eas-
ier to understand and implement.

In summary, it lls a large bu er with pseudorandom
bytes by hashing the password and salt before repeat-
edly hashing the previous output. Next, the bu er gets
mixed, with each hash-sized block becoming equal to the
hash of the previous block, the current block, and sev-
eral other blocks pseudorandomly chosen from the salt.
Finally, the last block of the bu er is output as the hash.
Note that a global counter is used for domain separation
when hashing throughout.

Unfortunately, the paper does not properly specify the
algorithm, there are multiple variants, and functionality
like support for key derivation is missing.

That is where BKDF comes in. With the help of
cryptographers/cryptographic engineers, it is a redesign
of Balloon to address these limitations, which is being
published as an Internet-Draft. And in this article, | am
going to discuss the changes as of July 2024.

1. Support for HMAC: Now a collision-resistant
PRF must be used. To turn a hash function into a
PRF, pre x MAC with the key padded to the block
size, HMAC, or the key parameter for algorithms
like BLAKE2/BLAKE3 can be used. To derive a
key from the password and salt and to compute
the data-independent memory accesses, an all-zero
PRF key is speci ed, like HKDF-Extract. The rest
of the algorithm uses the derived key.

2. Support for key derivation: A variant of the
NIST SP 800-108 KDF in feedback mode has been
added to support larger outputs. The algorithm
name and nal block of the bu er are used as con-
text. This is basically HKDF-Expand but with a
larger counter and some parameters moved around.

3. Improved performance: The memory accesses
are now precomputed and only depend on xed-
length inputs, meaning fewer hash function calls.

4. Support for a pepper: In the HKDF-Extract
style step, a pepper can be used as the key instead
of zeros. Steps have been taken to avoid equivalent
keys with HMAC and pre x MAC.

5. Support for associated data: There may be con-
text information that you want to include when
computing the output, such as a user and server ID

Ihttps://crypto.stanford.edu/balloon/

Samuel Lucas

CCBY 4.0

for PAKEs. This is processed after the password
and salt.

6. No variants: Balloon and Balloon-M have been
merged into one algorithm, and there is only a data-
independent version. This avoids confusion about
which variant to use (Argon2id, Argon2i, Argon2d,
or Argon2ds), resists cache-timing attacks in all
cases, and simpli es implementation.

7. No delta parameter: The delta security param-
eter is xed at 3 instead of being tweakable. This
matches the user-speci ed parameters of other al-
gorithms and helps with performance.

8. Improved domain separation: The space cost,
time cost, parallelism, and parallelism loop iter-
ation are used to compute the rst block of the
bu er. The salt is no longer used for parallelism
domain separation to avoid copying.

9. No computing memory accesses from the
salt: Instead, they are computed from the space
cost, time cost, parallelism, and parallelism loop
iteration. This prevents a cache-timing attack leak-
ing when a user logs in as well as data-dependent
access if the salt depends on the password (relevant
for PAKES).

10. An encoding: Parameters/lengths are encoded in
little-endian as unsigned 32-bit integers, whereas
the global counter is a 64-bit integer to avoid an
over ow.

11. No canonicalization attacks: Variable-length
inputs now get their length encoded when hashing,
which avoids ambiguity.

12. No modulo bias: The space cost must be a power
of 2 to avoid modulo bias when computing the mem-
ory accesses. This also helps simplify the space cost
parameter selection.

On top of these changes, the Internet-Draft pseu-
docode is written for readability and lots of parame-
ter/security guidance is provided. The goal is to also
have test vectors for all the popular hash functions and
XOFs, not just NIST approved algorithms like SHA-2.

Of course, BKDF is not perfect. Although it improves
on the performance of Balloon, it is still slower than Ar-
gon2. The small block size, which is limited by the hash
function output length, and delta also hinder the mem-
ory hardness. However, it is a lot better than PBKDF2
whilst still having the ingredients for NIST approval.

And on that bombshell, it’s time to end. If you are
interested in BKDF, please watch the Internet-Draft on
GitHub? as it is a work in progress. The more eyes on
it, the better. The best work is the result of collabora-
tion, and helpful feedback will be acknowledged in the
Acknowledgments section. Implementations will also be
linked in the GitHub repo.

2https://github.com/samuel - lucas6/draft- lucas-bkdf

Blog: https://samuellucas.com

GitHub: https://github.com/samuel-lucas6

Cryptography
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m The art of Java class golfing

N6|J[HC|G][HY'[]MSCQCUH]CHMG RURC]RAC(]|RYU sYUc6eUI7clIg s 7 SibAo 1 Y YxYXTAY

If you ever needed to create the smallest Java class that can do something T this is the right paper for you.

The challenge of Binary Golf Grand Prix 5 (BGGP5) was to create the smallest Java class that has a public static void main(String[])
ClI6Y Tl ol THEY slgsMYs Uiy e TUTRY UgldUghiYninttps://binary.golf/5/5 to the console.

My approach was running scurl -L 7f.ukisig6iRuntime.exec(String) (the 7f.uk is a purposely registered short URL).

Using a child process
The Runtime.exec(String) was chosen rather than Runtime.exec(String[]) AlJR¢2HI YalTY Uigléc2lYIRatiTicOiclic eUTHgY 10!
different strings in the constant pool. However, there are a few issues that | had to solve:

1. The Runtime.exec(String) and Runtime.exec(String[]) AYeSITYIUYqls gy Yigdllisé ~HSTDOUT ANTIhc2igki6llntacUTElMris et
of dealing with this problem is to redirect the output with a ProcessBuilder#HaqlgGcqir1cqi S Y IIRY Utac UgRUlgS1IIC HH
RYUtgcUgGY YilcUTIAIY cotosIARGE 1 WU T TlzGleH2 GiUNIfl 20 Uixi024Y LG RS EL UTHRGIGINITYRUNISh - curl -L
7f.uk>/dev/ttyw B 1J21UIAgg1dnsh -¢ curl -L 7f.uk>/d*/ttywldc2R0NY UDIATglsHO

2. The Runtime.exec(String) is a convenience method that takes the string and runs Runtime.exec(String[]) on a newly created
cli¢NgScqliHaSILY NRUciAgRUNGIRGA s Slgl 4G R Bs SRRGIHHGT Yl G cofrtHRURILfIs cUgld Tincurl -L 7f.uk>/d*/ttywlgYIAIY 01l
string. | ended up using bash instead of sh ¢UTlgélUIEGGIUNRHGEIE ClIgIII+GEUHY UIReGERRafl drbash -c curl ${IFS}-
L${IFS}7f.uk>/d*/ttys.

String reuse
9YUtgcUgHgliUntii+igRUlcinconstant poolwls GRRGHE g+ INMIA T gUHR00YigSLRICHHIRRUC 1 It KBG at pool is just a list of entries,
each entry has a type (e.g. class, method, string) and data, which is variable size and depends on the type of tag. The JVM strongly
enforces entry types, so referring in the bytecode to a method descriptor by its index in the constant pool validates that the index is
indeed a method descriptor. Unfortunately, this is bad for minimization purposes, as | was planning to abuse type confusion to save
space. However, strings and other constants can be referred to multiple times, so anything that reuses a constant (most commonly
strings) saves a great deal of space. Since method descriptors that contain code (i.e. not native) should have an attribute called
Code, you are encouraged to call your class Code (saving your file as Code.class), which saves one more entry in the constant pool.
Running a class without a constructor
fill ValrY QGhilcIRicHIshBICIG 0116 Y Tl calTYIHH s SCqf TIHRIBAIT A Y afiil6c20lgs YIG1gs Y THRON YaliRicHa<init> and main. The
<init> method is the constructor. However, since main is static, it means that we do not really need the class constructor, but
apparently the JVM still invokes it T unless you declare it abstract, which | did. Even after declaring your class abstract, you will still
find that the Java compiler creates an <init>method T but since it will never be invoked by the JVM, you can remove it manually,
saving one method and many entries in the constant pool.
Inheritance
By default, your class will be inheriting from Object, which means the string java/lang/Object is going to exist in your string pool for
no reason since we removed the constructor. You are permitted to inherit from any non-final class, which in my case was great
since java/lang/Runtime is not final T more string reuse. If your code does not have a non-final class you can inherit from, the
shortest strings have 12 bytes in length, e.g. java/io/File. Inherit from them.
Ignoring Exceptions
The Java compiler will not let you compile anything that might throw an Exception (like Runtime.exec(String)) unless you either catch
the Exception or declare your method throws. However, the JVM seems to not validate that, so you can simply remove all Exception
handling code. In my case | declared main that throws Exception, and then removed the Exceptions attribute from my main method,
along with all the relevant constant pool entries.

Not cleaning up the stack

At this point, my bytecode was 10 bytes long:

b8 00 01 invokestatic Runtime::getRuntime() (ref constant entry #1)
12 02 Idc "bash -c curl${IFS}-L${IFS}7f._uk>/d*/tty" (ref constant entry #2)
b6 00 03 invokevirtual Runtime::exec(String;) (ref constant entry #3)
57 pop

bl return

The pop instruction is because invokevirtual pushes the resulting Process instance to the stack, but we ignore it so the Java
bytecode is nice and removes it from the stack so the stack is set just as the main GlJg6Y TINYqligHe Y5321 A6 WIsé ~ITY 14 UigHIII Cilg YL
care about that fact and we can remove the last pop instruction, saving one more byte and making our entire code 9 bytes long. This
got me to 275 bytes in total. Here are the bytes and some information about my Code.class:

cafe babe 0000 0037 0011 0a00 0800 0908 000a 0a00 0800 ObO7 0005 0100 0443 6f64 6501 0004
6d61 696e 0100 1628 5b4dc 6a6l 7661 2f6c 616e 672F 5374 7269 6e67 3b29 5607 000c 0cO0 0dOO
0e01 0027 6261 7368 202d 6320 6375 726C 247b 4946 537d 2d4c 247b 4946 537d 3766 2e75 6b3e
264 2a2f 7474 790c 000Ff 0010 0100 116a 6176 612F 6¢c61 6e67 252 756e 7469 6d65 0100 0a67
6574 5275 6e74 696d 6501 0015 2829 4c6a 6176 612F 6¢c61 6e67 252 756e 7469 6d65 3b01 0004
6578 6563 0100 2728 4cb6a 6176 612F 6c61 6e67 2F53 7472 696e 673b 294c 6a6l 7661 2f6Cc 616e
672F 5072 663 6573 733b 0421 0004 0008 0000 0000 0001 0009 0006 0007 0001 0005 0000 0015
0002 0001 0000 0009 b80O0 0112 02b6 0003 b100 0000 0000 00

Jonathan Bar Or (*JBO")

X/Twitter: @yo_yo yo jbo
Blog: https://yo-yo-yo-jbo.github.io SAA-ALL 0.0.7
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Crawling around in the ventilation ducts of the
world's most popular and important applications

9 DOYENSEC | Got what it takes to break apps? We;rg hiring!
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| https://www.pixiepointsecurity.com
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A CYBERSECURITY BOUTIQUE OFFERING
NICHE AND BESPOKE RESEARCH SERVICES

Offers (offensive) intelligence of security weaknesses in systems

Provides (defensive) intelligence of hostile code in systems and infrastructure

Offers custom capabilities to improve existing workflow and methodologies

Provides custom-tailored vulnerability discovery and malware analysis classes
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Slowcoding my childhood

Slowcoding my childhood

This is the story about programming something for 15 years, just
because of the love for programming and the love for onels prst
computer.

My very brst own computer was the British Tangerine Oric
1, released in 1982. It is a strange computer to appear under
a Christmas tree in Sweden. The Oric was followed by
others, but remained very special to me. Computers and
programming became a wonderfully fun career. But during
a slow and frustrating period 15 years ago | decided to
program something only for myself. It
became an emulator of Oric 1. It has been
my slowest and most fun project ever!

The Oric design is similar to many
machines from the old times: a 6502 CPU,
a 6522 VIA chip, an AY-3-8912 sound chip,
a mystery graphics ULA chip, a ROM and
some RAM.

The 6502 has 56 instructions and 6
registers. A program counter (PC) points
to where to execute. The A, X and Y
registers are used for calculations and
indexing. To that, add a stack pointer and
some interrupts. With 13 addressing
modes, it becomes 151 opcodes to implement. Each opcode
implements what the processor does for one variant of an
instruction.

Memory is just an array of bytes in the emulator. Registers
become simple variables. Executing an instruction means
reading the byte at the PC to see the current opcode. Then
execute that implementation. After, update the PC
accordingly. Repeat.

It took me almost 5 years to implement the 151 opcodes fully. |
only programmed on it when | felt like

it. | allowed no stress at all! When done e

I couldnit do very much. I needed more P
chips!

Most chips that are emulated are
small machines themselves. This
means reading 50 year old specs
and translating hardware to
software. Registers become
variables and behaviors become
functions. Each chip gets an
exec() function that does what the
chip did each clock cycle. The chips
are connected to each other through I/0 functions and
together they make magic.

The MOS 6522 Versatile Interface Adaptor is a wonderfully
complex chip with two 16 bit counters, interrupt triggering,
a shift register, two 8 bit 1/0 ports and some control lines.
All run at clock cycle speed.

EP 2 !

3 G S
B o\ v

It took me two years to implement enough of the 6522. | needed to
add clock cycle handling for the 6502 as well. With it in place, |
could start the system and see that it executed the real ROM
code. After boot, I could see the boot text character codes in the
screen RAM, a brst sign of life! | screamed with joy, so loudly
that my wife thought | was having a heart attack!

To get some visual output, the least documented part of the
Oric must be implemented, the ULA: a gate array that

Anders Pinies;j
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generates the graphics output signal. It means cycle
counting and generating screen lines due to rules.

After some work with SDL and implementing the ULA, | was
pnally able to see the graphics output of Oric 1 starting up! |
canit describe the joy getting graphics output after so many years
in words!

The Oric designers connected the keyboard key matrix to
the VIA chip and the sound chip in a weird way. This
means that half the sound chip must be implemented to get
key input.

After 8 years of slow programming, | got the
key input to work! | could pnally tell the old
Oric to print OHELLO!0 all over the screen!

BONUS

S One of the main goals has always been to
be able to play the games | played back in
the days. Loading from tape on a real Oric
meant that audio input toggled a bit in the
6522. In the emulator, it means reading an
image ble and toggle the same bit with
carefully recreated time intervals.

I had quite a long break from the project when

I Pnally did the tape loading. Family matters

like getting kids got in between. But after 11
years, | could bnally load and play my
childhood games. Even though they lacked sound, it was super
cool!

PLAYER 1

To get sound, the rest of the sound chip must be
implemented. The AY-3-8912 has 16 registers that control
square wave and noise output to three channels. For an
emulator, this means more cycle counting and creating a
sound wave form from bit toggling.

I implemented the sound last year. After that, | was bnally able to

hear the results of the funny BASIC
commands ZAP, PING, SHOOT and
EXPLODE and | could play games
with sound! While I was working on it,
it often sounded like a disaster! My
family complained for half that
summer.

The rest of the work up to now has
been to debug all the clock cycle
handling and bxing some bugs here
| and there. Abug in the 6502 from 14
years ago caused aliens in a space
shooter to behave wrong. A cycle
counting bug for interrupts meant
that the liana that Quasimodo jumps in the game
Hunchback moved too slow. They were a pain to debug,
but now I can play the games of my childhood for real!

As with many great things, the journey has been the real
reward! | really love playing around with my emulator and
I still add new things. But all hours implementing opcodes
and chips were almost meditative and relaxing. The reward
for translating old specibcations to code that works have
been enormous! And most importantly, no-one has been
able to stress me, control the process or comment on the
implementation. With that, the slow development has been
a great joy!

Lots of respect to The Defence Force for reverse engineering and
documenting the Oric as well as creating great demos and games!

GitHub: https://github.com/pugo/Pugo-Oric

Me: https://www.pugo.org/
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Making a simple Macintosh LC PDS card
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Remote work automation using an old AVR programmer

Bathroom break extension tool
made from an AVR programmer

Steve, as a middle-aged electronics enthusiast, has a few
unused AVR programmers. He works remotely and would
like to be more e cient. What should he do? Automate,
of course. How can he automate? Use a mouse jiggler.

Fortunately, Steve does not need to invest money in a
professional device for remote working. He pulls out a
USBasp from a dusty shelf and starts tinkering.

He devises a plan:

1. Get a source code of the rmware from
https://www. schl.de/usbasp/.

2. Fix compilation issues if needed.

3. Remove programming functionality.

4. Implement a valid USB HID interface for a mouse
device.

5. Implement moving the cursor on the screen after
connecting the device.

Step 1 is obvious, but what about others?

An error-free start

The source code is over 13 years old! In the meantime,
compilers went a long way in terms of generating quality
code and detecting possible issues. What was correct
back then, now can be perceived as smelly or even faulty.

Steve tries to build the downloaded source and gets a
bunch of errors similar to this:

In file included from ushdrv/usbdrv.c:12:
usbdrv/usbdrv._h:455:6: error: variable
“usbDescriptorDevice’ must be const in order
to be put into read-only section by means of
> __attribute__ ((progmem))”’

455 | char usbDescriptorDevice[];

Trivial, thinks Steve. He precedes char with const. The
compilation stage goes smooth, contrary to linking. He
sees the following:

/usr/bin/avr-1d: main.o:(.bss+0x0): multiple
definition of “ispTransmit”; isp.o:(.bss+0x4):
first defined here

Steve takes a deep breath and traverses isp.c and isp.h.
A declaration is not a de nition, he sighs, prepends
extern before uchar (*ispTransmit)(uchar) in isp.h
and adds a proper de nition in isp.c.

Eradication

What can be easier than removing code? The slightly
bored man opens Make le and removes isp.o, clock.o
and tpi.o from built objects. He removes correspond-
ing .c and .h les as well. He deletes any code refer-
encing them from main.c hard-heartedly. What is left
are stubs of usbFunctionSetup, usbFunctionRead and
usbFunctionWrite.

Szymon MorawskKi

CCo

Basic mouse rmware

Mouses are common PC equipment. It would be tiresome
for manufacturers to implement or even for users to install
an OS driver each time for a new device. That’s why
the communication protocol for commonly used types
of devices was standardized under the name USB HID
(Human Interface Device). It is enough to stick to it and
Steve’s jiggler will work out of the box.

Each USB device needs to provide to an OS a set of
descriptors describing its manufacturer and functional-
ity. Additionally, for HID devices yet another descriptor
needs to be provided to describe data format to be ex-
changed. In the case of a mouse, this HID descriptor
contains information how data about button presses and
mouse motion will be conveyed to a PC.

Steve modi es usbcon g.h to meet his require-
ments. He changes USB__CFG_VENDOR__ID,
USB_CFG__DEVICE__ID and a few other macros
to fake a mouse of a popular manufacturer. He sets a
device class and subclass to 0 as an interface within a
con guration speci es its own class information. Then,
he sets an interface class, subclass and protocol to, respec-
tively, 0x03 (HID Interface Class), 0x01 (Boot Interface
Subclass) and 0x02 (Mouse Protocol). Is that all?

No, Steve still needs a valid USB HID descriptor for
a mouse device. He is too lazy to write his own from
scratch, so he downloads HID Descriptor Tool from
https://usb.org/ and copies a premade one to main.c
as const char usbHidReportDescriptor[], which is
used internally by the USB stack as soon as the HID
report descriptor length macro is set to a non-zero value.

The chosen HID descriptor speci es a 3-byte report bu er
to be used for the sake of data exchange. Steve declares
uchar reportBuffer[3] and makes sure the contents
are sent as soon as they can be sent by adding

if (usbinterruptlsReady()) {
usbSetinterrupt(reportBuffer,
sizeof(reportBuffer)); }

in the usbPol 1 () loop in main.c. USB HID protocol uses
an interrupt-in endpoint 1 for communication, so Steve
sets USB__CFG_HAVE_INTRIN__ENDPOINT
to 1. He also sets both
USB_CFG_IMPLEMENT_FN_WRITE

and USB_CFG_IMPLEMENT_FN_READ
to 0, and removes redundant usbFunctionRead and
usbFunctionWrite function stubs left from the old
implementation.

Moving the mouse cursor

Easy-peasy, mumbles Steve, and provides random values
for the 2nd (relative X coordinate) and 3rd (Y) byte
of reportBuffer each time before it is sent. Such a
solution does not resemble human interaction. Could
you do better? If not, take a look at https://github.com
/szymor/usbasp-jiggler for inspiration.

https://szymor.github.io/

Hardware
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Al Wond Take Your Job

By ~ @Totally_Not_A_Haxxer

It's 2024, and welve hit quite the wall with technology®or should | say, war (lol).
The wall in question? Jobs. Yeah, everyoneis freaking out about how Al is
supposedly coming for all the real hackers' and developers' gigs. But hey, instead
of jumping on the clickbait train with every video, maybe it's time to look at things
from a more positive angle.

If we sit and ask ourselves the question - fiwill Al take our jobo and think it through
logically, while also analyzing our current implementation of Al, will you go
through the ringer because of Al, or, is it since an individual might not just have a
good enough skill set?

Many jobs that people worry about being taken, especially intricate ones such as
reverse engineering and binary exploit development, will likely not be replaced
due to how much it requires to train a model to do such tasks. This often involves
a lot of money and resources. However, you may find jobs where simple tasks
are being given to Al, such as minor development tasks rather than full-fledged
entire code completion. That being said, while Al is taking some jobs, saying that
we will be out of jobs or Al is going to replace us is entirely wrong.

A company | worked at as a ghostwriter for some time replaced my job with GPT.
| have been writing articles for a few months, but they wanted to meet impossible
mass production quantities for cheap, so they moved to using GPT and Jasper to
generate articles. But, after that, | did not stop and | kept going forward and found
ways to tune my work, and make it more unique. By then, | figured out that the
reason jobs are taken from people is split up into multiple reasons, but the
primary one is a list of needs, such as the following: mass production, funding,
production time, and fast ideas.

Ever since | dedicated some time researching the capabilities of Al, and
understanding what it is, also viewing peoplels perspectives, especially in other
fields such as art, | realized that you will only have your job taken if you are easy
to replace, predictable, fixed in style, and just doing a task. After all, there is a
reason why some artists are losing to Al when others are still racking stacks of
cash off their art. Not only is it unique, but it's unique because it uses elements
that Al cannot achieve, such as true randomness (true randomness is
unpredictable because it comes from natural, uncontrollable processes, unlike
Al's algorithms). | truly feel that one can survive the wave of Al if one has not only
a versatile skillset, but understands how to get a job without just relying on a
resume, and one who also understands how to adapt to modern-day changes.
Adaption and collaboration are how you survive and soar into the skies.

Totally Not A Haxxer

Instagram: https://www.instagram.com/totally_not_a_haxxer
Blog: https://www.medium.com/@Totally Not A Haxxer
GitHub: https://www.github.com/TotallyNotAHaxxer CCBY4.0
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Ninja Jo Cara: https://cara.app/ninjajoart
YouTube: https://www.youtube.com/c/ninjajo_art
SAA-TIP0.0.7 Instagram: https://www.instagram.com/ninjajo_art/
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